MynuuunansHoe o0pazoBanue MargarayuHCKOro
MYHHLIMIIAIBHOTO paiioHa AMypckoi o0nactu
MyHuUHNAIbHOE Ka3eHHOe YUpexkIeHne «YnpaB/jieHne o0pa3oBaHHs
agMHHHCTpauuu MarjarayuHcKoro paiona»

IMIPUKAS3

21.03.2022r. . Marparaumu Ne 109

O [0MOJHUTENBHBIX MEPOTIPUATUSIX IO MOATOTOBKE K MPOBEAEHHUIO
roCyJ1JapCTBEHHOM UTOrOBOM aTTeCTalluu MO 00pa30BaTeIbHbIM IPOrpaMMaM
OCHOBHOTO 0011Iero 1 cpejiHero oduero oopazoBanusi B 0011e00pazoBaTesbHbIX
yupexaeHussx MargaraurMHckoro parona B 2022 roay

B coorBercTBUU ¢ mHcbMaMu DenepalibHOM CITyKOBI IO HaI30py B chepe
obpa3oBanus ¥ Hayku oT 03.03.2022 No 10-69, ot 04.03.2022 No 04-45, B uensix
obecrieyeHust MPOBEACHUS TOATOTOBKH U MPOBEACHUS FOCYJAPCTBEHHON UTOrOBOM
aTTecTaluu 1Mo o0pa3oBaTeNbHBIM MPOrpaMMaM OCHOBHOTO OOLIEro ¥ CpeaHero
o0O1rero obpa3oBaHHs B 00IIe00pa3oBaTeIbHBIX YUPEKACHUSIX MargaraanHcKoro
paiiona B 2022 rony (nanee - [UA)

NpHKAa3bIBalo:
1. MKV «VYnpaBnenue obpazoBanusi aaiMuHUcTpauud MPy», pykoBoauTesnsim
0011e00pa3oBaTeNbHBIX YUPEKIEHUH 00eceunTh:

1.1. OGs3aTenbHOe ydacTHe B  TPOBEJCHUU  BCEPOCCUUCKUX U
pPEerioHalbHBIX TPEHUPOBOYHBIX MEPOIPHUSITHSIX IO MOATOTOBKE W MPOBEICHUIO
eMHOr0 TrOCyJapCTBEHHOTO JK3aMeHa BCeX IMYHKTOB IPOBEIEHHS JK3aMEeHOB
(mamee - II[13) B cooTrBeTcTBUM ¢ TrpadUKOM, YTBEpPKIECHHBIM MPUKA30M
MunoGpHayku Amypckoit obnactu ot 10.02.22 Nel127;

1.2. Otkmouenue ot cetu «MHTepHeT» U OOHOBIEHUS ONEPALIMOHHBIX
CHCTEM KOMITBIOTEPOB, KOTOpBIe OyayT 3a/1eiCTBOBaHbI MpH npoBeaeHuu [ MA B
[1I1D (B wrabe [MI13, ayauTopusx, MpH MPOBEICHUH SK3aMeHa 10 HH(MOpMaTHKe
u UKT);

1.3. IlpoBenenre  WHBeHTapu3aluu  ciayx0 W BeO-cepBHCOB,
UCIIOJIB3YEeMBIX Uil PYHKIIMOHUPOBAHUS OQHUIMATIEHEIX CAHTOB M pa3MeIleHHBIX
Ha nepuMeTpe UHGOPMaUMOHHONW HH(PacTPyKTypsl (najnee - ciayxObl M BeO-
CEPBUCHI);

1.4. OtkitOveHHe HEUCTIONb3yEeMBIX CITyk0O 1 BeO-CepBUCOB;

1.5. Ycunenue TpeOOBaHUU K MapOJIbHOW MOJUTUKE aIMUHUCTPATOPOB U
MOJIb30BaTEIE CAWTOB, MCKIIOYMB IIPU OTOM MCHOJB30BAaHUE TAPOJIEH,
3aJlaHHBIX 110 YMOJYaHHIO, OTKIFOYHTh CEPBUCHBIE U HEUCTIOIb3yeMble YUeTHbIE
3aInCH;

1.6. CeteBoe  B3aMMOJCHCTBHE C  NPUMEHEHHEM  3alMILEHHbBIX
aKTyaJbHBIX Bepcuil mporokoiioB cereBoro B3zaumoneiicreus (HTTPS, SSH u
APYTUX IPOTOKOJIOB);



1.7. WckmroueHue NPUMEHEHHS Ha caiiTax CEepBUCOB MojcueTa U cbOopa
JAHHBIX O  TIOCETUTENSAX, CEPBHCOB IpeloCTaBleHUs HWHDOpPMAIMKA O
MECTOINOJIO)KEHUH W HWHBIX  CEpPBUCOB, pa3pabOTaHHBIX  MHOCTPAHHBIMH
opranusauusmu (Hanpumep, cepsucos onthe.io, ReRCAPTCHA, YouTube, Google
Analytics, Google Maps, Google Translate);

1.8. HcximoueHrne BO3MOKHOCTH HCIIOJBb30BaHUS BCTPOEHHBIX BHIEO- W
aynuo-daiinoB, MHTepdeiicoB B3aumoneilctBus APIl, «BHIKETOB» W ApYyrux
pPECYpCOB, 3arpy’KaeMplX CO CTOPOHHUX CalTOB, 3aMEHUB UX TPH HEOOXOTUMOCTH
TUNEePCChUIKOM Ha TaKhe pecypcehl;

1.9. HacTtpoiiky mpaBui1 CpeACTB  MEXKCETEBOr0  IKpaHWPOBAHWMS,
HarpaBJIEHHBIX Ha OJIOKMPOBKY HEpa3peLeHHOro BXOISIIEro Tpaduka;

1.10. ®Dunprpanuro Tpaduka MPUKIAAHOTO YPOBHS C TPUMEHEHHEM
CPEJICTB MEXCETEBOr0 3KpaHUPOBAHUSI YPOBHS TpuiokKeHWi (web application
firewall (WAF)), ycTaHOBJIEHHBIX B PEIKHUM MPOTHBOIEHCTBHS aTaKam;

1.11. AxtuBupoBaHue QYHKLMHA 3allMUTHI OT aTaKk OTKa3za B 00CIyXHBaHUH
(DDoS- atak) Ha cpencTBax MEXCETEBOro 3KpaHHUPOBAHUS W JIPYTHX CpeICTBax
3allMThl HHOOPMAIUY;

1.12. Orpanuyenue KoauuyecTBa NOAKIIOUEHMH ¢ kaxzaoro [P-ampeca
(HanpuMmep, yCTaHOBUTH Ha BeO-cepBepe napameTp rate-limit);

1.13. bnokuposanue Bxonsuiero tpaduka, nocrynatomero ¢ IP-aapecos,
CTpaHOM TnpoucxoxzaeHuss Kotopeix sBiasitores CIIA, crtpansl EBpormneiickoro
COI03a MJIM HHON CTPAHOM, SBJISIOLIETOCS HCTOUHUKOM KOMIIBIOTEPHBIX aTak;

1.14. brnokupoBanue Tpaduka, MOCTyNalOIIEro U3 «reHeBoro MurepHeTa
gepe3 Tor-Opaysep (CHMCOK y3710B, KOTOpble HEOOXOAMMO 3abIOKHPOBATh
coziepkuTes no aapecy: https://www.dan.me.uk/tornodes);

1.15. TloaroroBky IIIID B coorBercTBUM ¢ TpebGoBaHusMH DeepaibHOM
Cly0Obl 10 HaA30py B cdepe 3alUTHl NpaB MoTpeduTenel u OJIaromnoyyus
4eJI0BEKa;

1.16. Texunueckyro noaroroeky IIIID: nmanmume u paboTocmnocoOHOCTH
pPaMOK M METaJlJIOMCKAaTeNlel; HaJIMYKe B JJOCTATOYHOM KOJIMYECTBE HEOOXOIMMBIX
pacxoJHbIX MaTepuanoB (Oymara, KapTpuIkKH, TOHEp M IMp.), Pe3epPBHBIX
KOMIIbIOTepoB Jutsi poBeaeHus [ UA;

1.17. CpoeBpeMeHHOE  BBINOJIHEHHE  JCWUCTBHUA MO  TEXHMYECKOM
nogroroBke [IIID k npuMeHEHWIO TEXHOJOrMM Me4YaTH IMOJHOTO KOMILIEKTA
5K3aMEHAIMOHHBIX MaTepHalOB U CKAaHUPOBAHUIO IK3aMEeHAI[MOHHBIX MATEPUAJIOB
(mpoBeaeHUE TEXHUYECKON IOATOTOBKH, KOHTPOJS TEXHUYECKOM TIOTOBHOCTH,
aBTOPU3ALIMK 4YJIEHOB IOCYJapCTBEHHON 3K3aMEHAllMOHHOM KOMMCCHU AMYpPCKOH
obnactu B [113);

1.18. Konrpomns Hanuuus B kaxzaoM II[1D HeoOxonumbix MarepuasioB ais
npoBeneHus: osk3ameHoB (CD 1gucku ¢ 3K3aMeHALlMOHHBIMH MaTepHajlaMH,
BO3BPATHO-/I0CTABOYHEIE ITAKEThI, JOMOJHUTENbHbIE O1aHKK 0TBeTOB Ne 2 U 11p.);

1.19. BzaumojeiictTBue ¢  opraHaMd  HCIIOJHUTEIBHOH  BIIACTH,
OCYLIECTBISIIOUIMMU  (QYHKIIMM TI0 OOECTeYeHUI0 JHEProCHaOKeHHs, JUIs
OecniepeboiiHol noaauu snexkrponutanus B [111D B qHUM NpoBeneHUs 5K3aMEHOB,;

1.20. BzammojeicTBHE ¢ MYyHHUIMNANbHBIMUA mofApasneieHusMu MB/]



Poccun mo Bompocy oOecnieueHust 0e30macHOCTH W OXpaHbl OOIIECTBEHHOI'O
nopsiaka Bo BpeMms mnposeneHuss [MA B II[ID u Ha npunieraioimux K HHAM
TEePPUTOPHSIX;

1.21. Bzaumoneicrsue ¢ MyHULMNAIBHBIMH OpraHaMU 3APaBOOXPAHEHUS
110 BOIIPOCAaM HalpaBJIeHUsI MEJAULIUHCKUX paboTHUKOB B [1I13;

1.22. CoeBpeMeHHOe o0yuyeHHe Ha y4eOHOH TuIaTGOpME CIELUAIUCTOB,
NpUBJIEKaeMbIX K nposeaenuto [ UA;

1.23. Hamnuue B xaxaom IIIID wuHpopmammu o TenedoHHBIX HOMepax
«ropsiYMX» JIMHUHI 110 BorpocaMm nposeaenus [ A

1.24. CBoeBpeMEeHHYIO aKKpeAMTalMI0 OOILECTBEHHBIX HaOJronareneil 3a
nposeneHreM ['MA.

2. KoHTponb 3a HCHOJHEHHEM HACTOSILEro IMpuKa3a BO3JOXKWUTH Ha H.B.
KaMeHIIMKOBY, I1aBHOTO ClIeLHaIMCTa YIIpaBlieHuUsi 00pa30BaHuUs.
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